
Use of Social Media in Service Delivery approved by SLT Nov 30 2011 

Purpose 

This policy outlines acceptable use of social networking media for conducting Society-related 

business with and about clients and conveys expectations regarding at-work and off-duty use of 

social media. 

Application 
This policy applies to all employees, volunteers, students, foster parents, and contractors of the 

Society. 

Definition 

Social networking media is technology using the Internet and mobile telephones that allows for 

the creation and exchange of user-generated content. 

Social networking media include but are not limited to: Facebook, MySpace, YouTube, Linked-

In, Twitter, Flickr, online communities and chat rooms, texting, instant messaging, blogs, wikis, 

and web-based games. This policy is not limited to any specific technology. 

Policy 

The Society acknowledges that social media has become a widespread means of communication 

among individuals and organizations and that it offers new opportunities and potential benefits. 

There are also potential risks to be considered. Given the general nature of child protection 

services, social networking media use must be approached with care to protect personal 

information and the privacy of all users. Preferred methods of communication between 

employees, foster parents, volunteers, students and contractors and children, youth, families and 

collaterals remains face-to-face, telephone, and through the Society’s email. At no time is social 

media communication to become the primary form of communication with children, youth, 

families, and collaterals. 

Any communication through social networking media is or can become public. 

Even when deleted, information may endure electronically and may be retrieved and circulated. 

The identity of contributors is recorded and may be revealed so anonymity is not assured. The 

privacy challenges posed by social media are impossible to manage at a systems-level. For that 

reason, this policy gives attention to user behaviour, both professional and personal. 

Use of social networking media for Society-related business is a risk-based decision that must be 

founded on a strong rationale derived from our mission statement and potential benefits for 

clients in connection with identified service goals and effective service delivery. Use of social 

networking media must be in accordance with professional ethical standards and all other 

Society policies and procedures. 
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Professional boundaries help to safeguard the worker-client relationship
1
 and establish a 

framework for an interaction that benefits the client. When using social media, employees, 

students and contractors must avoid dual relationships. At no time are personal emails or social 

networking accounts to be used to communicate with clients. Use of a personal mobile telephone 

to send text messages to clients releases personal information because the user is not able to block 

the telephone number
2
. Further, once the personal contact information is known to a client, the 

worker is open to receiving unsolicited communication on their personal device outside working 

hours, raising questions about the appropriate response. For these reasons, the Society 

discourages such use. 

As Society employees, foster parents, volunteers, students and contractors may serve as role 

models and trusted supports to clients, it is important that off-duty personal use of social 

networking media be consistent with preserving the Society’s image and reputation of integrity 

and credibility and maintaining a positive work environment. Off-duty use of social media may 

become a work-related matter. 

Training will be provided to assist with use of social networking media is accordance with this 

policy. 

Procedures 

Supervision 

Obtain authorization from a Supervisor prior to using social networking media, including text 

messaging to clients, as part of provision of service. Supervisors are to discuss with staff 

appropriate use of social media and ensure workers are familiar with agency policies addressing 

such use. Such consultation and approval is to be documented in supervision discussion notes. 

Communication between supervisors and workers through text messaging is to be limited to 

worker safety and administrative matters. 

Transparency 

Establish a professional account and profile for using social networking media for Society-related 

business. Use your name and the Society’s e-mail address when creating accounts, i.e. 

jdoe@torontocas.ca. Identify your position with the Society when communicating through social 

media. 

1 In this instance, worker includes employees, students and contractors involved in Society-related business. 

2 There may be a few brands of mobile telephone where the blocking feature exists.  
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Privacy Issues and Privacy Settings 

Use good judgment and common sense to govern use of social media. Read and understand the 

privacy setting options of a social networking media, especially in regard to how others may 

access a user account or profile. Apply privacy settings to accounts and profiles that are 

consistent with the intended usage and as determined by the Society. Enable HTTPS in social 

media accounts wherever possible to enable use of a secure Internet channel. 

At no time is identifying information (i.e. name, picture, etc.) about clients to be exchanged 

through or posted on any social media belonging to employees, volunteers, students or 

contractors. 

Accountability 

Maintain a professional and respectful tone when communicating through social media and be 

constructive and concise. Consider how messages might reflect on the sender, recipient and the 

Society. Express information accurately and clearly so that it cannot be misrepresented. Do not 

use language that might be perceived as defamatory, obscene, proprietary, or libellous. Avoid 

exaggeration, conjecture, derogatory remarks or characterizations, obscenity, copyrighted 

materials, and legal conclusions. Avoid communications that may alienate, harm, or provoke. 

Documentation 

Document all communication exchanged with or about clients through social media. Direct 

person-to-person exchanges through social media are to be printed and filed in the client record. 

Exchanges through instant messaging technology and texting on mobile telephones are 

considered by the Society as non-written communications and, as such, are to be documented in 

case notes, recording date, time, method of contact and content of communication. 

If through social networking media information that falls under the mandatory reporting child 

welfare guidelines is discovered, then a report must be made as required by law. 

Client Contact 

Use of social media to communicate with a client may be authorized by a supervisor when its 

usage is consistent with the service plan or plan of care. Workers are to utilize social networking 

media only during regular business hours or authorized overtime. However, in exceptional 

circumstances, approval may be given for time-limited after-hour use. In these situations, the 

Supervisor and Worker are to clarify in advance the manner in which the Worker is to respond 

when communications are received from the client outside regular working hours. 

The worker will obtain the client’s consent to communicate by using social media and will 

discuss with the client how the agreed upon media will be used, including anticipated response 

patterns to communications (for example, limitations on contact outside working hours). 
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Whenever possible, use social media communication options that operate like email, i.e. direct 

person-to-person, so that only the intended recipient sees the message. Be aware that text 

messages may be viewed by other than the intended recipient. Workers
3
 are to shift as soon as 

possible to preferred communication methods, i.e. face-to-face, telephone, and email. 

Some Specific Situations 

Protection Service Workers:  

Initial contact with clients may be attempted using social networking media in the absence of 

alternatives and such communication is to have as little specific and confidential information 

as possible. 

Do not extend to or accept from clients requests to be “friends” on social media. If such a 

request is received, proceed with the client in person to discuss confidentiality and the 

boundaries of professional helping relationships. 

Children Service Workers / Resource Workers:  

Children Service Workers may use social networking media in order to encourage and 

enhance communication with youth. In the event that a request to be “friends” on social media 

is received from a client, proceed with the client in person to discuss confidentiality and the 

boundaries of professional helping relationships. 

Workers may use social networking media to communicate with any child being served by 

the Society who is Absent Without Leave (AWOL). 

Foster Parents / Adoptive Parents caring for children on Adoption Probation:  

Foster parents and adoptive parents who are caring for children on Adoption Probation may 

text and “friend” children in their care on social media but may not “friend” Society 

employees, students, volunteers or contractors, or natural parents, or other family members of 

children in care. Note that Kinship Care parents may “friend” other family members of 

children in care as they deem appropriate. 

Child Protection Investigations: 

Workers may use social networking media in accordance with documented investigation plans 

to identify and/or locate a family which is the subject of a reported referral for service when 

other means of investigation have been unsuccessful. As the record of activities, messaging, 

and posted content of social networking media is in the public domain, be wary of the veracity 

of information obtained in this way and use professional judgement as with any other means or 

source of information during a child protection investigation. 

At the earliest opportunity, workers are to advise clients about how the Society collects and 

utilizes information, including information available through social media. 

3 Employees, students, volunteers and contractors 
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Although information posted on social networking media is public and may be viewed by 

anyone, consider whether a general search for information about a client honours their right to 

privacy outside of service. 

Research Kin / Kith: 

Use of social networking media is permitted in accordance with case plans in the search for 

kin and kith of children, youth, and families involved with the Society. Use is to be for a clear 

purpose and when the potential of other sources has been exhausted. Limit inquiries to 

potential kin and kith to requesting identity verification (i.e. “Are you this person?”) and 

inviting telephone contact for further discussion. 

Cross References to existing Society policies & documents & legislation 

Anti-Oppression Anti-Racism Policy 

Child and Family Services Act (103(1)) 

Code of Ethics (HR Manual) 

Computer Systems and Internet Usage - Policy and Guidelines 

Confidentiality and Release of Information (HR Manual) 

Discrimination & Harassment (HR Manual) 

Employee Attitude and Conduct, Customer Relations(HR Manual) 

Foster Parent Agreement (P.I.G FCS.039) 

Record Keeping (RD.001 – RD.061; SCYC.105- SCYC.116) 

Rights & Responsibilities of Children and Youth in Care (P.I.G. SCYC.10; IRS.056; 

IRS.059) 

Technology Usage Policy and Guidelines 

Terms and Conditions of Employment (HR Manual) 

Workplace Violence Prevention Policy and Program (HR Manual) 
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